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1	Decision/action requested
Approve the solution for KI of TR33.886
2	References
[1]	3GPP TR 23.700-41 “Study on enhancement of network slicing; Phase 3”
[2]	3GPP TR 33.886 "Study on enhanced security for Network Slicing Phase 3"
3	Rationale
The contribution proposes a solution for KI#1. The solution is leveraged as much as possible existing technologies defined in 3GPP security architecture to protect both UL and DL slice based SoR information, before and after primary authentication.
4	Detailed proposal
***************  Start of 1st change  ************
[bookmark: scope][bookmark: _Toc107826378][bookmark: _Toc513475452][bookmark: _Toc48930869][bookmark: _Toc49376118][bookmark: _Toc56501632]5.X	Solution #Y: Protect SoR related information
[bookmark: _Toc107826379]5.X.1	Introduction
The solution address KI#1 providing VPLMN slice information to roaming UE.
According to KI#1, the misbehaving AMF in the visited network may discard, modify or sniffer the SoR related information transmitted between UE and home network through VPLMN, hence block SoR procedure. That causes the UE cannot access some network slice on time during roaming.
This solution provides a way to protect the integrity of the SoR related information and the confidentiality of sensitive elements in the SoR related information when the information is sent from the UE to HPLMN via a VPLMN, and avoid the whole information being dropped/discarded by the VPLMN.

[bookmark: _Toc107826380]5.Y.2	Solution details
    5.X.2.1 Protect SoR related information during UE registration 




1. The UE creates a secured MO SoR related packet, the MO SoR related packet may include UE location, UE capability to support slice based SoR, requested NSSAIs, etc.…. The UE encrypts sensitive information such as UE location , requested NSSAIs, etc., and makes integrity protection for the whole SoR related packet.  
2.The UE sends the registration request to a VPLMN, the request may include secured SoR related packet.
3. The AMF of the VPLMN may trigger primary authentication if it received initial registration of the UE.
4. After primary authentication, the AMF sends registration request to UDM of the UE, which may include the secured SoR related packet.
5a. The UDM/SoR-AF verifies the integrity of the SoR related packet and decrypts the packet.
5b. According to UE location, UE capability, requested NSSAIs, etc., in the SoR related packet, the UDM/SoR-AF/AUSF generates a secured MT SoR packet. The packet may include a prioritized list of PLMNs for slices. The information is encrypted and integrity protected. 
6. The UDM sends registration response to the AMF with the secured MT SoR packet.
7. The AMF passes the secured MT SoR packet to the UE in registration accept.
8. The UE verifies and decrypts the MT SoR packet.
9. If the UE expected MT SoR from the HPLMN but doesn't get it, or if the UE is failure to verify the MT SoR packet, the UE may mark the VPLMN as suspicious and trigger camping on another VPLMN with same or different access, through which the MO SoR related packet could be sent to the HPLMN. If the UE successfully verified the MT SoR packet, it retrieves the prioritized list of PLMNs for slices, and selects a corresponding VPLMN to register accordingly.
Editorial Note 1: Which keys are used to protect the SoR related information is FFS.
Editorial Note 2: The same keys used to protect the MO SoR related information may be reused to protect the MT SoR information triggered by the MO SoR related information.
[bookmark: _Toc107826381]5.X.3	Evaluation
The solution could address different registration scenarios, and it can reuse existing security solutions as much as possible. 

*************    End of the changes	*********
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